


The "Trusted Relationships

Indication that dropping

model" is still
and security,

about policing
but delegated to

employers. Individuals will be

able to do little more than
simply look at a card.

- Enables individuals and businesses to establish the identity of people in

i.e. employers|are to be recruited «
police, and bear
dens of creating
compliance. Rolicy of frightening *
put consequences of

as involuntary
(uncosted) bu

employers ab
not checking

D has already

positions of trust or responsibility.

Enrolment strategy and ensuing benefits are closely related to the
characteristics of the target groups.

Nature of the group(s) selected drives the requirement for the infrastructure
(especially face vs. fingerprints).

fingerprints.is being
considered for some groups.
This blows apart the
government's whole case for
the ID scheme, which rests
on 'biometrically securing’
personal information and
preventing multiple /
fraudulent applications
through biometric cross-
checking

« Employers would play an important role in implementation of the Scheme.

started.

i.e. "joined up|government”,
which would depend on
massive additional

expenditure a

multiple departments. The
most distant prospect.

nd buy-in across

3. Access Model - “l want joined up services which meet MY NEEDS”

The focus of the Scheme is on; access to public services; an enabler of service
transformation.

« Scheme focused primarily on providing a range of public services across
departments to meet the needs of individuals within specific target groups —

i.e. targeting

the most

vulnerable and dependent
on the state first.

typically those with multiple public sector needs.

« Benefits would be driven by investment in the joining up of services across

The Crosby report is clearly
influencing strategy - or at
least the marketing of the

scheme. Why

hasn'tit

been published yet?

departments, and through simpler identity verification and remote
authentication.

- Supports and links with the transformational government agenda (data sharing,

"Transforma

tional

Government' sounds like

government
itself when,

changing YQU.

is changing
n fact, itis

shared services, etc).
4. Inclusion Model - “/ want to be able to prove who | AM”

The focus of the Scheme is on; proving who | am quickly and easily; making life easier
for people.

« Dependent on provision of a compelling series of public and private sector
services to target groups, enabling individuals to prove their identity “quickly,
easily and safely” in the way proposed in the Crosby report. The preferred

Appalling euphemism or
a complete lack of
historical kngwledge:
most of the ID schemes

across Europ
imposed or v
expanded un

e were
astly
der Nazi or

Soviet occupation, or a

'home grown

dictator.

target group is young people in the UK, and the intention would be to
encourage take-up through development of specific services e.g. proof of age.

Which the n

narket already

provides... including Home

Office-back
cards (the P

ed proof of age
ASS scheme)!

Real benefits are dependent on investment by the private sector in services to

meet the needs of the target group. Crosby suggests that high levels of take-up

options.

"High take-up" is an

artifact of pa
authoritarian

St
sm, not

‘citizen benefits’

among the target group would be required to trigger such investment. Which seem unlikely unless
compulsion or coercion are
used, hence "extremely high
The models represent different stages in the Scheme, rather than being discrete delivery risk".
«  Most mature international schemes draw benefits from each of the Models -
primarily because high take-up has been achieved.
- Schemes that begin with public protection (eg Hong Kong) tend to be
successful and add services later when high take up has been achieved.
» Schemes that start with services depend on early delivery of a fully functioning
service proposition that can drive take-up to the level required to trigger other Are there any actual
. examples outside the
consultants's scenarios?
Estonia? - a very different
architecture. They may be
thinking of|Malaysia with
starry-eyes| but there the
mutti-function card is very
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seldom used save under
government mandate.
People don't trust it.



Note the concern to "set the
tone" - everything hinges on
how the scheme is sold to
the public. Note also the
word "carries|', which
ministers have repeatedly
insisted is not the intention.

benefits. This can be difficult to achieve (eg Finland).

The nature of the different models suggests some key design principles for roll out. Contrary to assurances,

the scheme is about
getting people to carry
the card 1 "voluntarily".
Cf. Andy Burnham: "I
take the view that it is
part of being a good
citizen, proving who you
are, day in day out."
This is a novel
constitutional model.

We need to set the tone for who carries the card and why, early on: international
research suggests that first impressions have a prolonged impact.

o Citizenship (Borders) and Trusted Relationships models have benefits that are
narrow in nature (tighter borders and safer interactions), but are easier to
understand and market: you tend to carry the card in specific contexts, e.g.
when you travel, at work, etc.

Which conflicts with the

fact that the Home Office 2

is starting with 'ID cards

Inclusion and Access models have benefits that are broader in nature (based on
common usage of the card), but are more difficult to understand and market:
vou carry the card because you need it every day.

for foreigners' (actually
biometric residence and o The Citizenship (Borders) model requires a high proportion of take-up and a higher
work permits for some integrity Scheme, and requires the capability to read passports and cards at . .
Which will cast far more

non-EEA fore

gn nationals).

borders — suggesting you don't start here.

than the projected costs of

» The Access model requires a high proportion of take-up and investment in joined the central ID scheme itself.
up services across Government departments to drive benefits — suggesting you
don't start here.

This paragraph is key. N.B.
"HMT thinking" may refer to
the Treasury's ‘Citizen
Information Rroject' that
was quietly merged with the
Home Office |D scheme .
shortly after the passing of

the Identity Cards Act 2006.

e Trusted Relationships and Inclusion can be focused on specific groups —

suggesting that you could start here: Explicit mention of link to

CRB checks. The "trusted
Starting with students or other young people in first haif 2009 seems to be the  relationship” group will at
quickest option and aligns with HMT thinking on preferred target groups. But it some point therefore
remains an extremely high delivery risk. It also relies on creating voluntary include teachers, nurses,
demand with other public/private stakeholders, with the consequent risk of carers, maybe volunteers -
rejection. who must submit to life-
long enrollment on the
National Identity Register
or lose their livelihood.

» Starting with a ‘trusted relationship’ group will take longer and needs to be
aligned with other priorities and other agencies. But the linkage of identity
assurance and vetting/CRB etc provides a strong narrative and ‘designation’
can be used to enforce usage.

Which is the precise timeline
shown in the 'NIS Delivery
Strategy' PowerPoint, dated e recommend an approach that targets a ‘trusted relationship’ group in the second
20th December 2007. half of 2009, alongside an initial group of young people from early 2010. Further
development would be modular, initially focusing on increasing the reach of the ‘trusted
relationship’ and ‘inclusion’ products, with the latter ideally having a very wide reach.
Subsequent phases would involve increasing the level of identity assurance in line with
changing technology and threat levels, as higher levels of assurance become cost-

The unions|might just
have something to say
about this..

In other words, the plan is

effective and deliverable. Each phase would have to be manageable within a timeframe g issue people with low-
over which technology was reasonably predictable (under 5 years). grade, fundamentally
insecure ID| cards (how
secure will people be told
Design principles for the National Identity Scheme they are?) and only later
The terminolagy hints at : 2 o ) . . ~ try to imprave them. If the
the direction g‘ythought: 12?;?;%21%225:: relate to the core components of the NIS; Enrolment; Registers; f[echnology works. And if
citizens (and their rights) ' q it doesn't cost too much.
are embedded somewhere These 'delivery options'

within and un

derneath the

are all about getting as

technological [schemata. many people onto the ID
Notably none |of the design database as possible, as
principles relates to privacy quickly as possible -

or control for the subject. without giving a stuff

People don't feature as

having rights,

or as owners

of their identity. At best
they are bystanders and
occupiers of market

segments.
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about genuine citizen

benefits or

security,

except as marketing.
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